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General Data Protection Regulations (GDPR) 2018

A Guide for Local Councils

CALC March 2018

PART 1

Introduction

This is a guide to the requirements of the new General Data Protection Regulations coming into force in May 2018. It is aimed at local councils (including parish meetings), to highlight the key aspects of the new regulations that you need to know about and respond to. It is based on the NALC Toolkit and it refers back to the toolkit for further guidance. In Part 2 of the guide, there are templates for you to adapt for use by your council.
The new General Data Protection Regulation (GDPR) replaces the 1998 Data Protection Act  (DPA) gives individuals more rights and protection regarding how their personal data is used by councils. Local Councils must comply with its requirements. The introduction of the new legislation is NOT affected by Brexit.

GDPR retains the existing legal principles of the Data Protection Act 1998 (DPA) but updates it to take into account digital technology and current global working practices.

Underlying Principles

The GDPR has a number of underlying principles. These include that personal data:

(a)
Must be processed lawfully, fairly and transparently.

(b)
Is only used for a specific processing purpose that the data subject has been made aware of and no other, without further consent.

(c)
Should be adequate, relevant and limited i.e. only the minimum amount of data should be kept for specific processing.

(d)
Must be accurate and where necessary kept up to date.

(e)
Should not be stored for longer than is necessary, and that storage is safe and secure.

(f)
Should be processed in a manner that ensures appropriate security and protection.
GDPR  - What’s New?

· New duty to appoint a Data Protection Officer (DPO)

· New approach to relying on consent for processing personal data

· New duty to report data breaches (including to the ICO)

· Responding to subject access requests – generally within 1 month and cannot charge a £10 fee.

· More rights for individuals ie the right to be erased/forgotten

· New duty to keep an internal register of processing activities

· Need for updated privacy notices 
· Privacy impact assessments in respect of activities to be determined by the ICO – ie when considering using CCTV

· Robust contracts between data controllers (councils) and data processors   

· New fines coming in (though there are many stages - warnings, reprimands, corrective orders - before the ICO would fine a data controller or processor)
What Does it Mean for Local Councils?

Virtually all local councils collect and hold personal information on their members, staff, residents, contractors etc, so it is important to be prepared for the introduction of GDPR. The Information Commissioner’s Office (ICO) recognises that not all organisations will be fully GDPR-compliant by May 2018, but will expect to see strong evidence that any organisation that comes to its attention is taking action to meet GDPR requirements. This means being able to:

· Demonstrate what work an organisation has done to prepare for and comply with GDPR

· Outline what has yet to be done, when it will be done and by whom.

 Glossary

There is a glossary of data protection terms in the guide at Appendix 1 
Getting Ready for GDPR
10 Steps for Local Councils

1. Ensure that all councillors and employees know the law is changing and that the council will need to carry out certain tasks to comply with the legislation. (Think about a briefing or training for council and staff)
2. Carry Out an Information/Data Audit

To do this complete the Personal Data Audit Questionnaire – See template at Appendix 2 (Page 9)
This questionnaire is designed to help councils (and parish meetings) to audit their personal data.  It is important that councillors and staff complete this form as comprehensively as possible.  The purpose of a data audit is to find out what data the council is processing, what it is used for, where it is located and who has access to it.  It is an important step in assessing whether there are any risks in the type of processing the council carries out.  This questionnaire will also provide the basis for an internal register of information that the council processes/stores.
3. Identify and document the lawful basis for processing and retaining personal data

This is important as you have to say what the lawful basis for processing data is in your privacy notices  (luckily NALC has done this for you in the sample privacy notices attached).  

However, it is important to understand the principles as GDPR sets out six lawful bases for processing data.  Unless an exemption applies, at least one of these will apply in all cases.  It is possible for more than one to apply at the same time.  One of the new requirements for Privacy Notices is that you must set out in the Privacy Notice which Lawful basis you are relying on.  In the sample notices in the NALC Toolkit, they rely on more than one lawful basis.  For most councils, the relevant ones will be: 1 – Consent (but not for staff, councillors and other role holders), 2 – compliance with a legal obligation (which includes performance of statutory obligations), 3 – Contractual necessity (for example with contractors), etc.  Slightly different lawful bases apply in each of the sample Privacy Notices as some will only apply to staff, councillors and other role holders.
The six lawful bases for processing personal data under the GDPR are:

(a) Consent: the individual has given clear consent for you to process their personal data for a specific purpose.

(b) Contract: the processing is necessary for a contract you have with the individual, or because they have asked you to take specific steps before entering into a contract.

(c) Legal obligation: the processing is necessary for you to comply with the law (not including contractual obligations).

(d) Vital interests: the processing is necessary to protect someone’s life.

(e) Public task/interest: the processing is necessary for you to perform a task in the public interest or for your official functions, and the task or function has a clear basis in law.  
(f) Legitimate interests: the processing is necessary for your legitimate interests or the legitimate interests of a third party unless there is a good reason to protect the individual’s personal data which overrides those legitimate interests. (This cannot apply if you are a public authority processing data to perform your official tasks.)

4. Review and Update your Policies and Notices including Privacy Notices

Fair processing of personal data involves transparency and providing information – in the form of a privacy notice eg when asking residents of the parish for personal information in a survey etc. These notices need to be more detailed than under the DPA. 

Information that must be provided by the council (data controller) must be:

· concise, easily understood and transparent

· written in clear and plan language

· free of charge
Make sure you have clear policies and notices, such as the ones listed below:
a) Privacy Notices  - see Appendix 3 Page 14 (there are 3 sample privacy notices attached, one for residents of the parish and the general public, one for staff, councillors and role holders in the council and one that is a general privacy notice for use by the council on its website)
b) Data Retention and Disposal Policy (see CALC website)
c) Website Policy – make sure you have permission to publish personal data (photos) on it.

d) Staff training policy on GDPR – make sure your staff and councillors are aware of the basics of data protection and personal data security.
5. Review and refresh your existing Consents
Consent must be freely given, specific to one use and easily withdrawn. 
If you currently have consent from residents e.g. to send them newsletters or to otherwise keep them informed about council services, facilities or activities, then depending on how it was obtained, it is likely that you will need to obtain a new consent because the rules on obtaining consent under the GDPR are very prescriptive making it harder to obtain it.  The consent form template set out at the end of this document (at Appendix 4, Page 21) complies with the new requirements of the GDPR.  Councils can start using this straight away for residents whose consent you have not yet obtained. For all existing residents and other members of the community that you currently regularly make contact with, you should also send out the revised consent form to “refresh” or renew their consents.  In addition you could remind individuals whom you have contracts with especially sole traders that their name will appear in agendas and minutes with regards to payment. You could use this form to obtain their written consent to continue to publish their names in this way. Please remember not to use the Consent Form for staff, councillors and other role holders.

6. Appoint a Data Protection Officer

All public authorities must appoint a Data Protection Officer. The DPO’s role is advisory – if a data breach occurs, they are not responsible, it is the Data Controller that is responsible ie the Council.
See Appendix 5, Page 23 -  The Role of Data Protection Officers
Further update on GDPR and Data Protection Bill  from CALC
         on 9/5/18 during the Report and remaining stages of the Data Protection Bill, MPs accepted the Government amendment to exempt all parish and town councils and parish meetings in England and community and town councils in Wales from the requirement to appoint a Data Protection Officer (DPO) under the General Data Protection Regulation.
7. Review your Procedures in the Event of a Data Breach

A personal data breach is one that leads to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to personal data.  Currently, data breaches do not have to be routinely notified to the ICO or others (although the ICO recommends that it is good practice so to do).  The GDPR makes informing the ICO and the individuals affected compulsory in certain circumstances e.g. where there is a high risk to the individuals involved, for instance, through identity theft.  
	What’s new?  Notifying breaches

	DPA 1998
	GDPR/ new (UK) data protection legislation

	Currently the notification of breaches to the ICO is effectively voluntary.
	The GDPR introduces a new obligation to notify certain breaches to the ICO within 72 hours and in some cases data subjects will have to be notified too.


8. Register/Notify with the Information Commissioner’s Office
Before 25th May 2018, all local councils that process data must be registered with the Information Commissioner’s Office via their website. From 26th May 2018, the ICO has confirmed that although there will be no requirement to register/notify under the GDPR, there will be a new annual "data protection fee" which data controllers will be legally required to pay.  The amount as yet has not been finalised but will depend on the size of the organisation, its annual turnover and the amount of personal data it processes.  Information on this fee will be made available as soon as possible.
9. Create a Data Register
Controllers and processors must keep and make available to the Information Commissioner’s Office, if requested, comprehensive records of data processing. This  requires councils to start to keep a log of what data is collected, how and why, where it is stored, who has access to it and whether there is a legal justification to process it.   See Appendix 6, 26 - A template of a council’s internal register of processing activities
10. Be equipped to deal with ‘subject access requests’

GDPR gives individuals more powers to access data that’s held about them. It gives individuals the right to know what data you hold, why the data is being processed and whether it will be given to a third party. They have the right to be given this information in hard copy (which must be presented in clear, readable terms), and they have the right to have this data deleted. Under these rules, if someone asks for their data (known as a subject access request), you must provide the information within one month. 
Resources 
Below is a list of further information and useful guidance on GDPR:
· NALC Toolkit and Legal Topic Notes available at www.nalc.gov.uk

· The Information Commissioner’s Website www.ico.org.uk
· CALC website  office@calc.org.uk
Appendix 1 -   Glossary: The jargon explained
Consent is a positive, active, unambiguous confirmation of a data subject’s agreement to have their data processed for a particular purpose.  Consent must be easy to withdraw and must be freely given, provided on an opt-in basis rather than opt-out.

Data controller is the person or organisation (council) who determines the how and what of data processing. 

Data processor is the person or firm that processes the data on behalf of the controller.

Data subject is the person about whom personal data is processed.

Personal data is information about a living individual which is capable of identifying that individual e.g. a name, email address or photo.

Privacy Notice is a notice from a data controller to a data subject describing how personal data will be used and what rights the data subject has.

Processing is anything done with/to personal data (obtaining, recording, adapting or holding/storing) personal data.

Sensitive personal data is also described in the GDPR as ‘special categories of data’ and is the following types of personal data about a data subject:  racial or ethnic origin;  political opinions;  religious beliefs;  trade union membership;  physical or mental health or condition;  sexual life or orientation;  genetic data;  and biometric data.
PART 2:    GDPR Templates for you to adapt for your council

Appendix 2 – Sample Personal Data Audit Questionnaire 

To be used to help councils with their record keeping obligations under the GDPR. 

	Part A:
	YOUR INFORMATION
	

	1
	1.  Person completing questionnaire

a) Debra Cowperthwaite
b) Clerk
c) Telephone 07792787070
d) Email. dcowps@aol.com

	

	2
	Data controller Lindale and Newton-in-Cartmel Parish Council
	

	3
	Date you completed this questionnaire
17th May 2018
	

	Part B
	COMMUNICATING PERSONAL  DATA
	

	4
	This section relates to communications with councillors, staff and local residents (including mailing lists) general public. 

a) What type of personal data does the council keep?

Councillor names, contact details. 
Clerk PAYE details.  Ie . Full name, NI Number, Tax code, Date of Birth, address
b) Where does the council get the personal data from?

Directly provided by staff, councillors, contractors and individuals.
c) Why does the council collect or process the data – what does the council do with the personal data?

For purposes relating to: e.g. 
· local resident concern
· Management of council facilities, services and staff
Contract management
· Performance of statutory functions.

d) Who does the council disclose personal data to?

· The public, councillors, staff and contractors carrying out the work of the council.

· HMRC  

e) Do the council or parish meeting minutes contain personal data?
Names of individuals and contractors and councillors.

f) Does the council ever send personal data overseas and if so where to and to which organisation? This might include overseas companies providing database or email services.

· No

f) Does the council collect any sensitive personal data? see glossary.
· No
h) If so for what reason?
· N/A
[Please list anything else]
	

	Part A PPart C:
	SUPPLIERS, COMPANIES, AND OTHER ORGANISATIONS THE COUNCIL CONTRACTS WITH
	

	5
	About individuals or representatives of organisations which supply us with services such as for council repairs, or with whom we are in contact

a) Who does the council keep personal data about?

· Tradesman,
· Suppliers
· Advisers (CALC)
b) What type of personal data does the council keep?

· Contact details
[Please list any others]

c) Where does the council get the data from?

· The individuals 

· Suppliers.  

d) Why does the council collect or process the data?
· Council property maintenance and repairs and management of council facilities
· Pay and manage staff. 
	

	Part B PPart D:
	GENERAL QUESTIONS ABOUT PERSONAL DATA 
	

	6
	a) How does the council store the personal data collected?  
· Paper records

· Computer records
b) Does the council take any steps to prevent unauthorised use of or access to personal data or against accidental loss, destruction or damage?  If so, what?  
· Retained by clerk

· Designated laptop for Parish Council Password protected
c) How does the council manage access to data
· It is not disclosed or shared, retained securely by clerk other than accommodating requests under freedom of Information Act.
d) What is the process involved in giving access to staff or councillors?
· Data is managed by the sole staff member (Clerk)

· Councillors only have access to data via Clerk or information already shared in public domain e.g. Contractors website, 
	

	7
	a) Do any procedures exist for e.g. correcting, deleting, restricting, personal data?  If so, please provide details.
· Any amendments as notified by individual/staff member or contractor would be updated. 

· Staff details are only contained within Secure payroll software.


	

	8
	a) Who has access to / is provided with the personal data (internally and externally)? 
· Clerk/Responsible Financial Officer (Same person)

b) Is there an authorisation procedure for accessing personal data?  If so, please provide details.  
c) Can only be accessed by clerk who has password to laptop.
	

	9
	Does the council provide a copy of all existing privacy notices?
· They will be drafted and approved and displayed in accordance with new GDPR Legislation.
	

	10
	So far as the council is aware, has any personal data which was gathered for one purpose been used for another purpose (e.g. communicating council news?)  If so, please provide details.
· No
	

	11
	Does the council have any policies, processes or procedures to check the accuracy of personal data?
· Disclosed by individuals concerned, any inaccuracies notified would be checked and updated.
	

	12
	a) In the event of a data security breach occurring, does the council have in place processes or procedures to be followed?  

b) What are these?
	

	13
	a) If someone asks for a copy of personal data that the council holds about them, i.e. they make a ‘subject access request’, is there a procedure for handling such a request?  

b) Is this procedure contained in a written document?
	

	14
	Does the council have an internal record of the consents which the council has relied upon for processing activities?  e.g. to send council newsletters to residents
 
	

	15
	a) Are cookies used on our council website?  
· NO

TO BE VERIFIED WITH WEBSITE PROVIDER

b) Does the council provide information about the cookies used and why they are used?
· N/A

c) Does the council keep a record of the consents provided by users to the cookies?  
· N/A
d) Does the council allow individuals to refuse to give consent?  
· N/A
	

	16
	Does the council have website privacy notices and privacy policies?
· WORK IN PROCESS UNDERWAY
	

	17
	a) What data protection training do staff (e.g. council administrator, hall bookings secretary) and councillors receive?  
· COMMUNICATION, NOTICES AND UPDATES ARE CIRCULATED

b) What does the training involve?
· No formal training in place.
	

	18
	a) Does anyone in the council have responsibility for reviewing personal data for relevance, accuracy and keeping it up to date?  
· This will now be implements to be undertaken annually by the clerk as park of Annual Review of Risk Assessments.

b) If so, how regularly are these activities carried out?
· Annually or as appropriate when changes occur or are notified to council.
	

	19
	a) What does the council do about archiving, retention or deletion of personal data?  
· A procedure for annual review, archiving and deletion will be implemented at Review of Risk Assessment in December Annually.

b) How long is personal data kept before being destroyed or archived?  

c) Who authorises destruction and archiving?


	

	Part C PPart E
	MONITORING
	

	20
	a) Please identify any monitoring of the following systems that takes place.  ‘Monitoring’ includes all monitoring of systems including intercepting, blocking, recording or otherwise accessing systems whether on a full-time or occasional basis.  The systems are:

(i) computer networks and connections – ANTIVIUS SOFTWARE IN PLACE, LAPTOP PASSWORD PROTECTED.
(ii) CCTV and access control systems -N/A
(iii) communications systems (e.g. intercom, public address systems, radios, walkie-talkies) N/A
(iv) remote access systems N/A
(v) email and instant messaging systems –PASSWORD PROTECTED
(vi) telephones, voicemail, mobile phone records -PASSWORD PROTECTED

[Please list anything else]. 

b) Does the council have notices, policies or procedures relevant to this monitoring?
· No
	


Appendix 3 – Privacy Notices

[Please note:  This is a privacy notice for members of the general public (but not for staff, councillors or anyone with a role in the local council).
Go to Appendix 4 of the NALC Toolkit for a privacy notice for staff members, councillors and anyone else with a role in the council. 
Go to Appendix 8 of the NALC Toolkit for a sample general policy for your council to put on your website.]
Privacy Notice for Residents and Members of the General Public

Lindale and Newton-in-Cartmel Parish Council
GENERAL PRIVACY NOTICE

Your personal data – what is it?

“Personal data” is any information about a living individual which allows them to be identified from that data (for example a name, photographs, videos, email address, or address).  Identification can be directly using the data itself or by combining it with other information which helps to identify a living individual (e.g. a list of staff may contain personnel ID numbers rather than names but if you use a separate list of the ID numbers which give the corresponding names to identify the staff in the first list then the first list will also be treated as personal data).  The processing of personal data is governed by legislation relating to personal data which applies in the United Kingdom including the General Data Protection Regulation (the “GDPR) and other legislation relating to personal data and rights such as the Human Rights Act.

Who are we? 

This Privacy Notice is provided to you by the Lindale and Newton-in-Cartmel Parish Council which is the data controller for your data. 

Other data controllers the council works with:

[e.g. other data controllers, such as local authorities
(CCC, SLDC and LDNPA)   

· Community groups

· Charities 

· Other not for profit entities 

· Contractors

We may need to share your personal data we hold with them so that they can carry out their responsibilities to the council.  If we and the other data controllers listed above are processing your data jointly for the same purposes, then the council and the other data controllers may be “joint data controllers” which mean we are all collectively responsible to you for your data. Where each of the parties listed above are processing your data for their own independent purposes then each of us will be independently responsible to you and if you have any questions, wish to exercise any of your rights (see below) or wish to raise a complaint, you should do so directly to the relevant data controller.

A description of what personal data the council processes and for what purposes is set out in this Privacy Notice.  
The council will process some or all of the following personal data where necessary to perform its tasks: 

· Names, titles, and aliases, photographs;

· Contact details such as telephone numbers, addresses, and email addresses;

· Where they are relevant to the services provided by a council, or where you provide them to us, we may process  information such as gender, age,  marital status, nationality, education/work history, academic/professional qualifications, hobbies, family composition, and dependants;

· Where you pay for activities such as use of a council hall, financial identifiers such as bank account numbers, payment card numbers, payment/transaction identifiers, policy numbers, and claim numbers;

· The personal data we process may include sensitive or other special categories of personal data such as criminal convictions,  racial or ethnic origin, mental and physical health, details of injuries, medication/treatment received, political beliefs, trade union affiliation, genetic data, biometric data, data concerning and sexual life or orientation.

How we use sensitive personal data  

We may process sensitive personal data including, as appropriate:

· information about your physical or mental health or condition in order to monitor sick leave and take decisions on your  fitness for work;

· your racial or ethnic origin or religious or similar information in order to monitor compliance with equal opportunities legislation;in order to comply with legal requirements and obligations to third parties.

These types of data are described in the GDPR as “Special categories of data” and require higher levels of protection. We need to have further justification for collecting, storing and using this type of personal data. 

We may process special categories of personal data in the following circumstances:

· In limited circumstances, with your explicit written consent.

· Where we need to carry out our legal obligations.

· Where it is needed in the public interest.

Less commonly, we may process this type of personal data where it is needed in relation to legal claims or where it is needed to protect your interests (or someone else’s interests) and you are not capable of giving your consent, or where you have already made the information public. 

Do we need your consent to process your sensitive personal data?

In limited circumstances, we may approach you for your written consent to allow us to process certain sensitive personal data.  If we do so, we will provide you with full details of the personal data that we would like and the reason we need it, so that you can carefully consider whether you wish to consent. 

The council will comply with data protection law. This says that the personal data we hold about you must be:

· Used lawfully, fairly and in a transparent way.

· Collected only for valid purposes that we have clearly explained to you and not used in any way that is incompatible with those purposes.

· Relevant to the purposes we have told you about and limited only to those purposes.

· Accurate and kept up to date.

· Kept only as long as necessary for the purposes we have told you about.

· Kept and destroyed securely including ensuring that appropriate technical and security measures are in place to protect your personal data to protect personal data from loss, misuse, unauthorised access and disclosure.

We use your personal data for some or all of the following purposes:

· To deliver public services including to understand your needs to provide the services that you request and to understand what we can do for you and inform you of other relevant services;

· To confirm your identity to provide some services;

· To contact you by post, email, telephone or using social media (e.g., Facebook, Twitter, WhatsApp);

· To help us to build up a picture of how we are performing; 

· To prevent and detect fraud and corruption in the use of public funds and where necessary for the law enforcement functions;

· To enable us to meet all legal and statutory obligations and powers including any delegated functions;

· To carry out comprehensive safeguarding procedures (including due diligence and complaints handling) in accordance with best safeguarding practice from time to time with the aim of ensuring that all children and adults-at-risk are provided with safe environments and generally as necessary to protect individuals from harm or injury;

· To promote the interests of the council; 

· To maintain our own accounts and records;

· To seek your views, opinions  or comments;

· To notify you of changes to our facilities, services, events and staff, councillors and other role holders; 

· To send you communications which you have requested and that may be of interest to you.  These may include information about campaigns, appeals, other new projects or initiatives;

· To process relevant financial transactions including grants and payments for goods and services supplied to the council

· To allow the statistical analysis of data so we can plan the provision of services.

Our processing may also include the use of CCTV systems for the prevention and prosecution of crime. 
What is the legal basis for processing your personal data?

The council is a public authority and has certain powers and obligations.  Most of your personal data is processed for compliance with a legal obligation which includes the discharge of the council’s statutory functions and powers.  Sometimes when exercising these powers or duties it is necessary to process personal data of residents or people using the council’s services.   We will always take into account your interests and rights.  This Privacy Notice sets out your rights and the council’s obligations to you.

We may process personal data if it is necessary for the performance of a contract with you, or to take steps to enter into a contract.  An example of this would be processing your data in connection with the use of sports facilities, or the acceptance of an allotment garden tenancy

Sometimes the use of your personal data requires your consent. We will first obtain your consent to that use.

Sharing your personal data

This section provides information about the third parties with whom the council may share your personal data.  These third parties have an obligation to put in place appropriate security measures and will be responsible to you directly for the manner in which they process and protect your personal data. It is likely that we will need to share your data with some or all of the following (but only where necessary):

· The data controllers listed above under the heading “Other data controllers the council works with”;

· Our agents, suppliers and contractors. For example, we may ask a commercial provider to publish or distribute  newsletters on our behalf, or to maintain our database software;

· On occasion, other local authorities or not for profit bodies with which we are carrying out joint ventures e.g. in relation to facilities or events for the community. 

How long do we keep your personal data?

We will keep some records permanently if we are legally required to do so.  We may keep some other records for an extended period of time. For example, it is currently best practice to keep financial records for a minimum period of 8 years to support HMRC audits or provide tax information.  We may have legal obligations to retain some data in connection with our statutory obligations as a public authority.  The council is permitted to retain data in order to defend or pursue claims.  In some cases the law imposes a time limit for such claims (for example 3 years for personal injury claims or 6 years for contract claims).  We will retain some personal data for this purpose as long as we believe it is necessary to be able to defend or pursue a claim.  In general, we will endeavour to keep data only for as long as we need it.  This means that we will delete it when it is no longer needed.

Your rights and your personal data  

You have the following rights with respect to your personal data:

When exercising any of the rights listed below, in order to process your request, we may need to verify your identity for your security.  In such cases we will need you to respond with proof of your identity before you can exercise these rights.

The right to access personal data we hold on you

At any point you can contact us to request the personal data we hold on you as well as why we have that personal data, who has access to the personal data and where we obtained the personal data from.  Once we have received your request we will respond within one month. 

There are no fees or charges for the first request but additional requests for the same personal data or requests which are manifestly unfounded or excessive may be subject to an administrative fee. 

The right to correct and update the personal data we hold on you

If the data we hold on you is out of date, incomplete or incorrect, you can inform us and your data will be updated. 

The right to have your personal data erased

If you feel that we should no longer be using your personal data or that we are unlawfully using your personal data, you can request that we erase the personal data we hold. 

When we receive your request we will confirm whether the personal data has been deleted or the reason why it cannot be deleted (for example because we need it for to comply with a legal obligation). 

The right to object to processing of your personal data or to restrict it to certain purposes only

You have the right to request that we stop processing your personal data or ask us to restrict processing. Upon receiving the request we will contact you and let you know if we are able to comply or if we have a legal obligation to continue to process your data. 

The right to data portability

You have the right to request that we transfer some of your data to another controller. We will comply with your request, where it is feasible to do so, within one month of receiving your request.

The right to withdraw your consent to the processing at any time for any processing of data to which consent was obtained

You can withdraw your consent easily by telephone, email, or by post (see Contact Details below).

The right to lodge a complaint with the Information Commissioner’s Office. 

You can contact the Information Commissioners Office on 0303 123 1113 or via email https://ico.org.uk/global/contact-us/email/ or at the Information Commissioner's Office, Wycliffe House, Water Lane, Wilmslow, Cheshire SK9 5AF.

Transfer of Data Abroad

Any personal data transferred to countries or territories outside the European Economic Area (“EEA”) will only be placed on systems complying with measures giving equivalent protection of personal rights either through international agreements or contracts approved by the European Union.  [Our website is also accessible from overseas so on occasion some personal data (for example in a newsletter) may be accessed from overseas]. 

Further processing

If we wish to use your personal data for a new purpose, not covered by this Privacy Notice, then we will provide you with a new notice explaining this new use prior to commencing the processing and setting out the relevant purposes and processing conditions.  Where and whenever necessary, we will seek your prior consent to the new processing.

Changes to this notice

We keep this Privacy Notice under regular review and we will place any updates on this web page [add URL].  This Notice was last updated in February 2018.

Contact Details

Please contact us if you have any questions about this Privacy Notice or the personal data we hold about you or to exercise all relevant rights, queries or complaints at:
The Data Controller, Lindale and Newton-in-Cartmel Parish Council 

Email:
dcowps@aol.com
Consent Form - Privacy Notice for Residents and Members of the General Public

LINDALE AND NEWTON-IN-CARTMEL PARISH COUNCIL
CONSENT FORM

 “Your privacy is important to us and we would like to communicate with you about the council and its activities.  To do so we need your consent.  Please fill in your name and address and other contact information below and confirm your consent by ticking the boxes below.”
If you are aged 13 or under your parent or guardian should fill in their details below to confirm their consent

	Name
	………………………………………
	……………………………………………

	Address
	……………………………………...
	……………………………………………

	
	………………………………………
	……………………………………………

	Signature 
	………………………………………
	……………………………………………

	Date
	………………………………………
	……………………………………………


Please confirm your consent below.  You can grant consent to any or all of the purposes listed. You can find out more about how we use your data from our “Privacy Notice” which is available from our website or from the council Clerk or at www.lindaleandnewton-in-cartmelpc.org.net
You can withdraw or change your consent at any time by contacting the council office.  

	(
	We may contact you to keep you informed about what is going on in the council‘s area or other local authority areas including news, events, meetings, clubs, groups and activities.  These communications may also sometimes appear on our website, or in printed or electronic form (including social media). 

	(
	We may contact you about groups and activities you may be interested in participating in.

	(
	We may use your name and photo in our newsletters, bulletins or on our website, or our social media accounts (for example our Facebook page or Twitter account). 


Keeping in touch:

(
Yes please, I would like to receive communications by email

(
Yes please, I would like to receive communications by telephone

(
Yes please, I would like to receive communications by mobile phone including text message

(
Yes please, I would like to receive communications by social media (for example Facebook, Twitter, Instagram, WhatsApp)

Role of Data Protection Officers – NOT NOW REQUIRED BY PARISH COUNCILS AS PER LEGISLATION UPDATE AS NOTIFIED BY CALC 9/5/18
1.
What does a Data Protection Officer do?

(a)
The GDPR sets out in detail the minimum responsibilities of the Data Protection Officer (“DPO”) role.  GDPR specifies that DPOs “should assist the controller or the processor to monitor internal compliance with this Regulation”.

(b)
A DPO’s duties include: 

(i)
informing and advising the council  and its staff of their obligations in the GDPR and other data protection laws; 

(ii)
monitoring compliance of the council, both its practices and policies, with the GDPR and other data protection laws;

(iii)
raising awareness  of data protection law; providing relevant training to staff and councillors; 

(iv)
carrying out data protection-related audits; 

(v)
providing advice to the council, where requested, in relation to the carrying out of data protection impact assessments (‘DPIAs’) and the council’s wider obligations with regard to DPIAs; and 

(vi)
acting as a contact point for the Information Commissioner’s Office.

(c)
As part of these duties to monitor compliance, DPOs may, in particular:

(i)
collect information to identify processing activities;

(ii)
analyse and check the compliance of processing activities;  and

(iii)
inform, advise and issue recommendations to the controller or the  processor

(d)
Monitoring of compliance does not mean that it is the DPO is personally responsible where there is an instance of non-compliance.  The GDPR makes it clear that it is the controller, not the DPO, who is required to ‘implement appropriate technical and organisational measures to ensure and to be able to demonstrate that processing is performed in accordance with this Regulation.’

(e)
The appointed DPO must at all times have regard to ‘the risk associated with the processing operations, taking into account the nature, scope, context and purposes of processing.’ This is an overarching obligation which means that the role of the DPO will vary in proportion to the risks to the rights of individuals affected by the council’s processing of personal data.

(f)
The DPO should ‘cooperate with the supervisory authority’(in the UK, this is the Information Commissioners Office (“ICO”) and ‘act as a contact point for the supervisory authority on issues relating to processing, and to consult, where appropriate, with regard to any other matter’.

(g)
It is the controller or the processor, not the DPO, who is required to ‘maintain a record of processing operations under its responsibility’ or ‘maintain a record of all categories of processing activities carried out on behalf of a controller’.
DPOs and DPIAs

(1) A data controller (and not the DPO) is required to carry out a data protection impact assessment (‘DPIA’) under the GDPR in certain circumstances.

(2) The controller must ‘seek advice’ from the DPO when carrying out a DPIA. DPOs have the duty to ‘provide advice where requested as regards the DPIA and monitor its performance’.

(3) It is recommended that controllers should seek the advice of the DPO on the following issues:

A.3.1 Whether or not to carry out a DPIA;

A.3.2 What methodology to follow when carrying out a DPIA;

A.3.3 Whether to carry out the DPIA in-house or whether to outsource what it safeguards (including technical and organisational measures) to apply to mitigate any risks to the rights and interests of the data  subjects; and

A.3.4 Whether or not the data protection impact assessment has been correctly carried out and whether its conclusions (whether or not to go ahead with the processing and what safeguards to apply) are in compliance with the GDPR.

(4) If the controller disagrees with the advice provided by the DPO, the DPIA documentation should specifically justify in writing why the advice has not been taken into account.

Data controllers and processors should ensure that:

(5) The DPO is invited to participate regularly in meetings of senior and middle management. For councils, this would include meetings of full council and relevant committee meetings.      

(6) The DPO’s name and contact details are provided to ICO;

(7) The DPO should be available to advise/ support councillors and  relevant staff on data protection issues;  

(8) The DPO is present when decisions with data protection implications are taken;

(9) All relevant information must be passed on to the DPO in a timely manner in order to allow him or her to provide adequate advice;

(10) The opinion of the DPO must always be given due weight.  In case of disagreement it is good practice to document the reasons for not following the DPO’s advice;

(11) The DPO should be promptly consulted once a data breach or another incident has occurred.  This is good practice since the DPO will often have been involved in implementing data protection polices such as breach reporting and it will be important for the DPO to assess whether the policies work operationally.

Role Checklist

	(
	Raising data protection awareness within the council, and advising on GDPR compliance;

	(
	Ensuring the implementation of the appropriate documentation to demonstrate GDPR compliance;

	(
	Monitoring the implementation and compliance with policies, procedures and GDPR in general;

	(
	Involvement in council’s handling of data breaches, including assisting and advising the council with its notification to the ICO and data subjects where necessary (but it is the council which has the obligation to notify in certain circumstances not the DPO);      

	(
	Liaising with the ICO, the relevant councillors and  staff  and with the data subjects;   

	(
	Monitoring Data Protection Impact Assessments;

	(
	Cooperating with and acting as the contact point for the ICO on issues relating to processing'


Council’s internal register of processing activities
	Description
	Details

	Subject matter of the processing
	Contact details for all Councillors, staff and contractors and suppliers.
PAYE information for Clerk and any casual worker as appropriate

	Duration of the processing
	Clearly set out the duration of the processing including dates
?????

	Nature and purposes of the processing
	The purposes will include those listed in the Privacy Notice in Appendix 3 e.g. for the purposes of performing the council’s statutory obligations or delivering its services.]

	Type of Personal Data
	For staff -name, address, date of birth, NI number, telephone number, pay
Images

Contact details and names of Parish, District and County Councillors.

	Categories of Data Subject
	 Staff (including volunteers, and temporary workers), councillors, customer, suppliers and contractors, members of the public.

	Plan for return and destruction of the data once the processing is complete UNLESS requirement under union or member state law to preserve that type of data
	We will keep some records permanently if we are legally required to do so.  We may keep some other records for an extended period of time. For example, it is currently best practice to keep financial records for a minimum period of 8 years to support HMRC audits or provide tax information.  We may have legal obligations to retain some data in connection with our statutory obligations as a public authority.  The council is permitted to retain data in order to defend or pursue claims.  In some cases the law imposes a time limit for such claims (for example 3 years for personal injury claims or 6 years for contract claims).  We will retain some personal data for this purpose as long as we believe it is necessary to be able to defend or pursue a claim.  In general, we will endeavour to keep data only for as long as we need it.  This means that we will delete it when it is no longer needed.
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